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Social bot detection!
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users who participate in discussions 
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Real-time 
query (Twitter 
search API) 

Real-time 
feature (>1K) 

extraction 

Real-time 
analysis and 
classification 

About ~ seconds! 
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Probability that 
the selected user 

is a social bot  

Non-linear 
combination 
of all classes 

of features 

Independent probability according  
to each class of features 

http://truthy.indiana.edu/botornot
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Temporal patterns are compared 
to Poissonian processes 

Networks are constructed 
for mention, retweets and 

topics of discussion 

http://truthy.indiana.edu/botornot
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Multiple Sentiment dimensions Part-of-Speech tagging and 
language analysis 

http://truthy.indiana.edu/botornot
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UNDER THE HOOD: FEATURE EXTRACTION

Class (# of features) Description 

Network (112) Retweet, Mention, HT co-occurrence networks 

User (56) User meta-data 

Friend (208) Followees statistics 

Timing (24) Temporal information 

Content (411)  Part of Speech (PoS) tags and meme information 

Sentiment (339) Sentiment Analysis features  



TRAINING SET

Lee, Kyumin, Brian David Eoff, and James Caverlee. "Seven Months with the Devils: A Long-
Term Study of Content Polluters on Twitter." ICWSM 2011.

15K humans 15K social bots



PERFORMANCE EVALUATION



BEST PREDICTORS



WHAT DID WE LEARN ABOUT BOTS?



• Social bot detection is quickly becoming a task of societal 
and economical relevance!

• We leverage content, sentiment, user & timing meta-
data, and network diffusion patterns.

• Framework designed to classify user accounts in real time.

• Large-scale Twitter “human census” in progress.

SUMMARY

E Ferrara, O Varol, C Davis, F Menczer, A Flammini.  
The rise of social bots. arxiv:1407.5225













astroturf complex 
persuasion 

grassroots 
conversation 

advertisement truthful!

misleading!

natural! orchestrated!
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#GalaxyS4! #GalaxyFamily!

Example: which one is promoted and which one is organic?!

!  We focus on the problem of separating promoted 
content from organic trending conversations. 

PROMOTED VS. ORGANIC TRENDS



Source: 
 

No sampling: 100% data (Twitter API) 

Promoted Content Organic Trending Topics 
Jan. 1st – Mar. 15th 2013 Mar 1st – Mar. 15th 2013 

75 hashtags (1 per day) 850 hashtags (~55 per day) 

260K total tweets 5.8M total tweets 

Examples Examples 
#GetHappy #FCB 

#SurviveTheNight #SymbionicTitans2 

#MakeBoringBrilliant #TheUndertaker 

#ItsNotComplicated #OnlyInWesteros 

DATASET DESCRIPTION



Class Description Examples Tot 
Network  Retweet, Mention and HT-

co-occurrence networks 
Diffusion network topology: no. nodes / edges, 
deg. Distr., clust. Coeff., density, etc. 

37 features 

User User meta-data no. Followers / Followees, no. Tweets, etc. 80 features 

Timing Temporal information  Frequency, Tweet / RT / MT intervals, etc. 25 features 

Content Part of Speech tagging and 
Meme information 

Distribution of verbs, nouns, etc. Entropy of the 
text. HT, MT and URLs count. 

168 features 

Sentiment Features representing the 
sentiment 

Valence, Dominance, Arousal, Happiness, 
Polarization, Emotion scores. 

113 features 

!  Our framework generates more than 420 features! 
!  Features generation: 

!  20 min intervals 

!  6h sliding window 

!  7 days before the trending point  

!  Challenges: 

!  Overfitting 

!  Feature selection 

!  Class imbalance  

!  Only 8% of positive instances 

FEATURES AND FEATURE CLASSES



FEATURE TIME-SERIES REPRESENTATION
!  Symbolic Aggregate Approximation (SAX) 

!  Input: a raw-valued feature time series 
!  Output: a string representation of the 

original time series 

!  Advantages:  
!  Data compression & dimensionality 

reduction 
!  Temporal sequence encoding via sliding 

windows 
!  Computational efficiency 



RESULTS: AUROC
SAX-VSM vs. baseline! SAX-VSM feature classes!

avg. of 10-fold cross validation 



RESULTS: FEATURE CLASS SELECTION



#GalaxyS4 organic! #GalaxyFamily promoted!!
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RESULTS: TOP 10 PREDICTIVE FEATURES



• Detecting persuasion campaigns in their early stage is hard!

• We leverage content, sentiment, user & timing meta-
data, and network diffusion patterns (again!).

• We encode time sequence and temporal patterns.

• Framework designed to detect, classify and predict in a 
streaming scenario.

SUMMARY
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ASK ME ABOUT MY OTHER PROJECTS!

E Ferrara, O Varol, F Menczer, A Flammini.  
Traveling trends: social butterflies or frequent fliers?. ACM Conference on Online Social Networks 2013

1. M Conover, E Ferrara, F Menczer, A Flammini. The digital evolution of Occupy Wall Street. PLoS One 2013 
2. M Conover, CA Davis, E Ferrara, K McKelvey, F Menczer, A Flammini. The geospatial characteristics of a 
social movement communication network. PLoS One 2013

O Varol, E Ferrara, C Ogan, F Menczer, A Flammini.  
Evolution of online user behavior during a social upheaval.  
ACM Web Science 2014





ASK ME ABOUT MY OTHER PROJECTS!

The Godfather (1972)

1. E Ferrara, S Catanese, P De Meo, G Fiumara. Detecting criminal organizations 
in mobile phone networks. Expert Systems with Applications (2014)  
2. S Catanese, E Ferrara, G Fiumara. Forensic analysis of phone call networks. 
Social Network Analysis and Mining (2012)
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Questions? 
Talk to me (or tweet me @jabawack)! 

or go old school: ferrarae@indiana.edu :-) 
www.emilio.ferrara.name

mailto:ferrarae@indiana.edu
http://www.emilio.ferrara.name

