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Social bot detection
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WHY DO WE CARE!



WHY DO WE CARE!

* Some bots are harmful (by design)

 Political smearing - astroturf - fake followers
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Fake Twitter accounts may be driving
up Mitt Romney's follower number

Digital investigators say they can't tell who is behind thousands
e of new followers, only that the accounts likely are not real people

Rory Carroll in Los Angeles
Follow @rorycarroll72 Follow @GuardianUS
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WHY DO WE CARE!

* Some bots are harmful (by design)
 Political smearing - astroturf - fake followers

* Stock market manipulation
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A spedialist is reflected in a screen at his post that shows five years of the Dow Jones industrial average, on the floor of the New York Stock Exchange,
Thursday, July 3, 2014.




WHY DO WE CARE!

* Some bots are harmful (by design)
 Political smearing - astroturf - fake followers
* Stock market manipulation

* Malware - spam - “social pollution”
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Nielsen's New Twitter TV Ratings Are a
Total Scam. Here's Why.

m Beejoli Shah
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Nielsen, the ratings monitoring service that gives networks the ammo to charge exorbitant
prices for commercials, released their first "T'witter TV ratings"—ratings metrics that take into

account social-media activity—this Monday.



WHY DO WE CARE!

* Some bots are harmful (by design)
* Political smearing - astroturf - fake followers
* Stock market manipulation
* Malware - spam - “social pollution”

* Benign bot can be dangerous as well!

* Spreading rumors from sources with unknown credibility



Syrian hackers claim AP hack that tipped

stock market by $136 billion. Is it
terrorism?
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This chart shows the Dow Jones Industrial Average during Tuesday afternoon's drop, caused by a
fake A.P. tweet, inset at left.



jabawack Check User

Enter a screen name or try one of these examples
bots: @jusbieberphotos, @dtufreak, @lao232, @stanbieberfan
humans: @onurvarol, @jabawack

C//.

About ~ seconds!

Real-time
query (Twitter
search API)

Real-time

Retrieving user timeline from Twitter v feature (>1K)

extraction

Retrieving basic user data from Twitter

Retrieving retweets/mentions from Twitter v

/‘ Real-time
V analysis and

classification

Analyzing data with Truthy

http://truthy.ndiana.edu/botornot


http://truthy.indiana.edu

Classification

r

\.

Friend 24%
User 16%
Content 40%

\

Temporal 23%

Sentiment 35%

Network 11%

J

\— Non-linear

combination
of all classes
of features

Independent probability according
to each class of features

Probability that
the selected user
is a social bot

http://truthy.ndiana.edu/botornot
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Usage : 23%

Temporal Mentioned Timestamps

Temporal Retweet Timestamps

Temporal Tweet Timestamps

Temporal patterns are compared
to Poissonian processes

-

Network Hashtag Graph

—
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Networks are constructed
for mention, retweets and

topics of discussion
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f Multiple Sentiment dimensions

Sentiment : 35%

Sentiment Retweet Emoticon
® Positive @ Negative

100%

100% 50% 0% 50%

Sentiment Retweet Happiness

6 8

10

0 2

Sentiment Retweet Methods

valence = 2.37

Part-of-Speech tagging and
language analysis

Content : 40%

Content Mentioned Tag Proportions

@ Adverbs Verbs @ Nouns Modals @ Predeterminers

Pronouns @ Interjections  Adjectives

\J

Content Retweet Tag Proportions

@ Adverbs Verbs @ Nouns
Pronouns @ Interjections  Adjectives

o

Modals @ Predeterminers

Content Tweet Tag Proportions

@ Adverbs Verbs @ Nouns
Pronouns @ Interjections ' Adjectives

\

Modals @ Predeterminers

http://truthy.ndiana.edu/botornot
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HUMAN OR SOCIAL BOT!?

’ | Justin Blg Photos

@JusBieberPhotos

Classification - Classification

¥ Tweet this report ™ Flag as incorrect ¥ Tweet this report ™ Flag as incorrect
Aoo,fo 60% A0°"° 60%

%001
%001

79%

-
Friend 37% Temporal 43% Friend 73%
User 4% Network 40% User 81%
Content 49% Content 54%
Temporal 28% Sentiment 52%

Sentiment 27%

Network 149%

http://truthy.ndiana.edu/botornot
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HUMAN OR SOCIAL BOT!?
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UNDER THE HOOD: FEATURE EXTRACTION

Class (# of features) Description

Network (112) Retweet, Mention, HT co-occurrence networks
User (56) User meta-data

Friend (208) Followees statistics

Timing (24) Temporal information

Content (411) Part of Speech (PoS) tags and meme information

Sentiment (339) Sentiment Analysis features



TRAINING SET

| 5K humans | 5K social bots

Co

Community

Update incrementally new evidence
/.cgltlmatc Legitimate |
(D>
Spammers : &

Lm» insert collected data / -
collect info

\\‘ Data analysis
> | = o Tralning | | classifier
§- Set \ >, Inspectors
Legitimate

—— p—— —
- N Nl

Database

Spammer Social Honeypot
E g\‘i/‘é‘j (LOL) - 'l:e_st :ef—
U 8 Legitimate : l‘

Spammer

Lee, Kyumin, Brian David Eoff, and James Caverlee. "Seven Months with the Devils: A Long-
Term Study of Content Polluters on Twitter" ICWSM 201 1.



PERFORMANCE EVALUATION
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BES T PREDICTORS

B Random Forest il AdaBoostm Logistic Regression Decision Tree
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SUMMARY

Soclal bot detection I1s quickly becoming a task of societal
and economical relevance!

We leverage content, sentiment, user & timing meta-

data, and network diffusion patterns.

Framework designed to classify user accounts in real time.

| arge-scale Twitter "human census™ In progress.

E Ferrara, O Varol, C Davis, F Menczer, A Flammini.
The rise of social bots. arxiv:1407.5225
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How online ‘chatbots’ are already
tricking you
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This Algorithm Tells You If A Twitter
Account Is a Spam Bot
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How to Spot a Social Bot on
Twitter

Social bots are sending a significant amount of information
through the Twittersphere. Now there’s a tool to help identify
them.
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Back in 2011, a team from Texas A&M University carried out a cyber sting to trap nonhuman
Twitter users that were poliuting the Twittersphere with spam. Their approach was 1o setup
*honeypot” accounts which posted nonsensical content that no human user would ever be
Iinterested in. Any account that retweeted this content, or friended the owner, must surely be a
nonhuman user known as a social bot

The team set up 60 honeypots and harvested some 36,000 potential social bot accounts. The
result surprised many observers because of the sheer number of nonbuman accounts that were
active. These bots were generally unsophisticated and simply retweeted more or less any
content they came across.

Since then, social bots have become significantly more advanced. They search social networks
for popular and influential people, follow them and capture their attention by sending them
messages. These bots can identify keywords and find content accordingly and some can even
answer inquiries using natural language algorithms.

That makes identifying social bots much more difficult But today, EmilloFerrara and pals at
Indiana University in Bloomington, say they have developed a way %0 spot sophisticated social
bots and distinguish them from ordinary human users,

Barack Obama Is Probably a Robot, ———
and Other Lessons from 'Bot Or Not'

.8 )

’ @JusBieberPhotos

v

Classification

¥ Tweet this report

# Flag as incorrect

DA;

w 81%

-

rrage < rengt ah &y oher

For demonstration purposes, Bot or Not? provides some examples of both bots and

humans—the bot @w'.ﬂteb-rrphoto'. s an 81

worked on the project, ¢ n at 18 percent. Robama pulls a very suspicious 72
t. You do the math,

t. Onur Varol, a human who

You can imagine my shock. | mean, this makes Watergate look like water under a
gate. It makes the birthers look even dumber, since it turns out Obama wasnT even
born.

As my palms began to sweat, | wondered if Michelle knew. | ran a check on @Flotus.,
Her account drew an ambiguous 57 percent. Could go either way, but I'm thinking
she knows,

Just to be sure, | also tested a known non-person, @bigbentheclock. it's a Twitter
account that just tweets “BONG" on the hour. It only got 24 percent, and clocks are
pretty much the most mechanical thing imaginable.,

Already planning my Pulitzer Prize acceptance speech (working title: *I Sang the
Body Electorate”) | emailed the team behind Bot or Not?, knowing that, since they
had done all the actual work, I'd have to share some credit with them,

EmiBo Fefram. » post-doc fellow at IU who worked on Bot or Not?, explained what
was going on. "Highly influential profiles are more prone to be targeted by bots or
fake followers (often bots seek to connect to highly popular accounts to ‘inherit’
some visibility). It's no surprise therefore that Mr, President’s account followers (and
other high profile accounts) might result as botlike from this perspective,” he said.
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The U.S. government is
spending $1 million to:figure
out memes

By Eric Geller &5 W Follow on August 26,2014

3 1 4 Indiana University is receiving nearly $1 million in federal grant money to

Shares ¢ investigate the genesis, spread, and demise of Internet memes.

The grant from the National Science Foundation awards four Indiana
researchers $919,917 to for a project called Truthy that will, as the grant’s
abstract explains, “explore why some ideas cause viral explosions while
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COMMENT € /' SHARE [

; Expert ISIS Could Pay Mexican

S Feds Creating Online Tracker to Search
for ‘Hate Speech’ & ‘Misinformation’

Report: Obama Admin Planning
3-Year Campaign Against ISIS

‘Window Into Hell: Filmmakers
Describe Death-Defying Joumney
Into Volcano

Trump Slams Obama: 'He Likes
/ Campaigning, That's About It

». Mysterious Respiratory lliness

. Sickens Kids inat Least 10
States

FEDS CREATING HATE SPEECH TRACKER ‘ﬂe

= Share Image

Prince Wiliam & Kate Middleton
Expecting Baby #2 BY FOX NEWS INSIDER I/ AUG 26 2014 // 9:44PM

AS SEEN ON THE KELLY FILE

Parents Desperate to Find The federal government is spending close to $1 million of your money on an
Deughter Who Vanished From online tracking program that will search for so-called “hate speech” or
Mall Parking Garage . T )

“misinformation” on Twitter.

= T{,egamegmam Kyle's Fox News digital politics editor Chris Stirewalt

Wife and Jesse Ventura Is Not was on “The Kelly File" to discuss the “Truthy”
database, which will monitor suspicious

Internet memes as well as false or misleading

Remembering Joan Rivers: 'Hard ideas online.

to Be Relevant in Showbiz for 50

Seconds, Much Less 50 Years The National Science Foundation is financing
its creation, and researchers at Indiana

| Sema Williams Wins Third University will maintain the database.
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Expert: ISIS Could Pay Mexican

fH] DugCareltoAtackUS: Power 1984’ in 2014? Fed Gov't Funds Truthy’
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Report: Obama Admin Planning
3-Year Campaign Against ISIS

'Window Into Hell: Filmmakers
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2 W1 T;ump Slams Obama: 'He Likes ‘ —
f e et . Professor Filippo Menczer

Indiana University
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Prince William & Kate Middleton
Expecting Baby #2

BY FOX NEWS INSIDER // AUG 28 2014 // 9:46AM

RS 20 MINAGO FOX AND FRIEN
‘ Parents Desperate to Find AS SEEN ON FOX ARD FRIERDS

Daughter Who Vanished From
+  Mall Parking Garage

The federal government is spending close to $1 million of your money on an
RS 12MINAGO online tracking program that will supposedly search for so-called “hate speech”
& The Battle Between Chris Kyle's or “misinformation” on Twitter.




COLUMBIA JOURNALISM REVIEW

The Industry  Politics & Policy Business Science Culture Magazine Resources

I Behind the News ... .. ...

06:55 AM - September 3, 2014

How misinformation goes viral: a Truthy
story

Conservative media’s reaction to an Indiana University project shows how shoddy information
can quickly become an online narrative

By David Uberti B v B3 Moresharing & (s

On August 26, Fox’s Megyn Kelly aired a four-minute segment on an Indiana University
project called Truthy, declaring sarcastically, “Some bureaucrat deciding whether you are
being hateful or misinforming people — what could possibly go wrong?” Fox & Friends
jumped onto the bandwagon two days later. During its four-minute segment, legal
analyst Peter Johnson Jr. managed to squeeze in not only a comparison to Joseph
McCarthy, but also a reference to George Orwell’s 1984. “Is the First Amendment going
into the dumper?” he asks.

o

FEDS CREATING HATE SPEECH TRACKER “Refvrite

082614_KFHatespeech_929 - 04:00




misleading

s
0,
=
(e
O
U astroturf complex
C persuasion
O
)
(qv]
&
-
9
=
truthful grassroots advertisement
conversation
natural orchestrated

information diffusion



PROMO]
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» We focus on the problem of separating promoted
content from organic trending conversations.

Example: which one is promoted and which one is organic?

400 T
200 |

#GalaxyS4

frequency

; T 10000 T

#GalaxyFamily

frequency

I

O 1



B AoE T DESCRIFTICHS

Source: No sampling: 100% data (Twitter API)
Promoted Content Organic Trending Topics

Jan. Ist — Mar. 15% 2013 Mar It — Mar. 15 2013

75 hashtags (| per day) 850 hashtags (~55 per day)

260K total tweets 5.8M total tweets

Examples Examples United States Trends - Change
#GetHappy HFCB it
#Survive TheNight #SymbionicTitans2 chg,;adn;jegreakmggad
#MakeBoringBrilliant #TheUndertaker ziil:funday

1 Halloween
#ltsNotComplicated #OnlylnWesteros  q.
Dallas

Seahawks




FEATURES AND FEATURE CLASSES

Class Description Examples Tot
Retweet, Mention and HT-  Diffusion network topology: no. nodes / edges, 37 features
co-occurrence networks deg. Distr, clust. Coeff., density, etc.

User User meta-data no. Followers / Followees, no. Tweets, etc. 80 features

Timing Temporal information Frequency, Tweet / RT / MT intervals, etc. 25 features

Content Part of Speech tagging and | Distribution of verbs, nouns, etc. Entropy of the 168 features
Meme information text. HT, MT and URLs count.

Features representing the  Valence, Dominance, Arousal, Happiness, 13 features
sentiment Polarization, Emotion scores.

» Our framework generates more than 420 features!

» Features generation: » Challenges:
» 20 min intervals »  Overfitting
» 6h sliding window » Feature selection
» 7 days before the trending point » Class imbalance

»  Only 8% of positive instances



FEATURE TIME-SERIES REPR

» Symbolic Aggregate Approximation (SAX)

» Input: a raw-valued feature time series

» Output:a string representation of the
original time series

» Advantages:

Data compression & dimensionality
reduction

Temporal sequence encoding via sliding
windows

Computational efficiency

-SENTATION

A

F(x)

abcad m) sliding window
ebbdb

DO QOO0 L




True Positive Rate
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SAX-VSM feature classes
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SAXVSM = 0.877
SAXVSM Temporal = 0.863
SAXVSM Network = 0.866
SAXVSM Content = 0.835
SAXVSM Account = 0.802
SAXVSM Sentiment = 0.751
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False Positive Rate
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-SULTS: TOP [0 PREDICTIVE FEATURES

#GalaxyS4 organic

#GalaxyFamily promoted!
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sentiment valence

retweet network

content (MD tag)

hashtag count

user posts count

various PoS tags:
verbs & MDs

pll P

early data
=== window length
== window delay

=== after trending point



SUMMARY

Detecting persuasion campaigns In their early stage Is hard!

We leverage content, sentiment, user & timing meta-

data, and networlc diffusion patterns (again!).
We encode time sequence and temporal patterns.

Framework designed to detect, classify and predict in a
streaming scenario.
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United States Trends - Change ~J Lf\« €

#The2020Experience Promoted
#BreakingBad B Miglis
#sfgiants
#GoodbyeBreakingBad
#selfiesunday

Salt Lake City

#oomf
Halloween
Netflix
Dallas

Seahawks

Topic

Attention Allocation
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1. M Conover, E Ferrara, F Menczer, A Flammini. The digital evolution of Occupy Wall Street. PLoS One 2073
2. M Conover, CA Davis, E Ferrara, K McKelvey, F Menczer, A Flammini. The geospatial characteristics of a

social movement communication network. PLoS One 2013

e—e Common Users »— Rebroadcasters —& Influentials =—a Hidden Influentials

o
©

o
o

o
IS

Avg. role displacement

O Varol, E Ferrara, C Ogan, F Menczer, A Flammini. = = S

+—+ Tweets

Evolution of online user behavior during a social upheaval. g wvee.
ACM Web Science 2014
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Seattle Times news librarian Gene Balk crunches the numbers ﬁ Seatﬂe generates more nationally—trending tOpiCS on
n& Twitter than any other U.S. city, study says

ADVERTISEMENT
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Where do Twitter trends start? Try

October 24,2013 at 11:56 AM
by Taylor Soper on 10/28/2013 at 9:19 am | 3 Comments

L . Study: Seattle is top Twitter ooo
Cincinnati Sharethis: [ Email [FIEY{201] WTweet (112 [f] share 46
' t tt th _ Recommend REZX] — _ : ) ) i ) ) i
ren Se er ln e . . T Balon Rauge T 2 Jadkson 3 Chicago 4] Phiadelphia 5] Denver &) Richmond. 7] Providence ]
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i 1 i i K i Tallshasse 51 e 53 Bosor SO W — 1 Cerosis 5] Mioapolis 56} San Arfonis——|
If you want to be up on national Twitter trends before they happen, look to L.A., New Does it seem like Seattle hasn't spawned any pop-culture trends since the ) DL — L — T — L8 L L
York, D.C., Seattle ... and the bustling metropolis of Cincinnati, Ohio, says a head- grunge era? —_— Top and bottom 5 cities aool| - B = 0.7063] P
. . . . ; : p R* = (.9455
scratching new study from researchers at Indiana University. A new study says otherwise—at least in the for national Twitter trends e Sy
realm of social media. Among 63 major U.S. cities, these generated 1400 = 2ot
the most— and least— number of Twitter %
The study sought to measure how “trending topics” -- the popular hashtags and phrases According to researchers at Indiana R::n‘fzgsa:‘:a&‘a';’a‘ge‘;gg"’"a“y Betwesn S #
R . ,2013. 3
in the left rail on Twitter -- grow and spread across the country. It found that users in Unlvgrsny, Sgattle s t'he source of more O seattle § e §
e . ” . . trending topics on Twitter than any other U.S. 2% 529 100 = 2
some cities, termed “sinks,” adopt proportionately more national trends than they city = I 2 e S
e p . : 967 D 2 5
generate. Other cities, like New York and Los Angeles, seem to generate proportionally ) Minneapolis 800 P =
45 then the ad Take, for example, #ICanAdmit. L A (D a0 o T 0
more trends then they adopt. This "hashtag” is used when tweeting l Degﬂ 289 l i - From-cvhes oUs i e .
something confessional. First popularized in @ I @@Raleigh This graph sl]ows Trendse_ttlng (b_ottom line) vs. trend-following cities (dashgd_llne). _
. @ ‘'asvegas @ Charlotte Seattle, No. 63, is all the way in the right corner with nearly 1,200 tweets that originated in
Seattle, it went on to trend globally. Los Angeles 270 AN the Emerald City and later trended nationally.
Or how A'ﬂ@
. . ustin . . .
about #YouWillNotBeTakenSeriouslylf? Used At least according to Twitter, Seattleites are trend-setters.
When Ca"lng OUt fOOIIShneSS In Others' It too IS Source: Indiana University MARK NOWLIN / THE SEATTLE TIMES

a Seattle qift to the Twittersphere. A new study out of the Indiana University shows that
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The Anatomy of the Occupy
Wall Street Movement on
Twitter

Review
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The Top Five Trend-Setting
Cities on Twitter

Twitter datareveals the cities that set trends and those that follow.
And the difference may be in the way air passengers carry
information across the country, by-passing the Internet, say
network scientists.

a[+]~]a]: [s]—

A study of the social network behind the Occupy movement
shows that the most vocal participants were highly connected
before the protests began but have now largely lost interest, say
socialnetwork researchers

One of the defining properties
) Event of social networks is the ease
. Occupy Wall Street Traffic Volume nital Protests with which information can
nital Arrests spread across them. This flow
2000} Foley Square March J leads to information
20000 T S P I avalanches in which videos or
glm— Urion Sauare Mtch photographs or other content Similar studies have called into question the platform’s ability to fuel protest
10000+ — becomes viral across entire .
o Ol countries. continents and even movements. 1n July 2014, Indlasa University rescarchers ansalyzed Twitter's
5000 Counter Protest ! ) .
ol —— the globe. role in Occupy Wall Street. They {ound that the major organizers of Occupy
; ; — , — — — , '
W WM oV e R oo g e om o w2 Moy Day Stk on Twitter tended to be activists who already knew each other, and that their
It's easy to imagine that these eets did littl Oce ciend fll Michael C
The Occupy Wall Street movement began in September 2011 as a grass roots protest against trends are simply the result of CANRENE I 550 00 (0000 AW LAMINDYY ARSI 6F [UNOWES. SrmasT Kavws,
the properties of the network. one of the University of Indiana researchers (and now & data sclemtist at

the inequality, greed and corruption associated with the financial sector of the economy. The

movement adopted the slogan: "We are the 99%” which refers to the distribution of wealth in Indeed, there are plenty of Li . i . -
) . Ankedin), says that, on the ground, "Occupy struggled with organizational

the US between the richest 1 per cent and the rest. studies that seem to show this. ), ) . L U BAEE W orga -
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The Daily Dot

MAFIA WARS: HOW ITALY'S MILITARY POLICE USE
METADATA TO TRACK ORGANIZED CRIME

THE CARABINIERI, ITALY'S MILITARY POLICE, USED A NEW SOFTWARE PLATFORM TO

ANALYZE THE PHONE RECORDS OF ORGANIZED CRIME GROUPS. HERE'S WHAT
HAPPENED.
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BY NEAL UNGERLEIDER
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EiLike

There's areason why the NSA likes metadata so much. Metadata--the auxiliary
data generated by every digital move you make--can track a person's digital life in
detail. Now a team of Italian academics are showing how metadata can reveal the
structure of organized crime groups with a software tool called LogAnalysis, which
combines information from mobile phone records with police databases. And
among LogAnalysis's first users is the Carabinieri, the Italian military police.

Emilio Ferrara, a postdoc at Indiana University, created LogAnalysis with three
researchers from the University of Messina in Sicily. Ferrara explains that their
platform “infers, with pretty high confidence, the roles of individuals involved in
criminal activity from communication data, simply looking at patterns and network

How to Detect Criminal
Gangs Using Mobile Phone
Data

Law enforcement agencies are turning to social network theory to
better understand the behaviors and habits of criminal gangs.

The study of social networks is providing dramatic insights into the nature of our society and
how we are connected to one another. So it's no surprise that law enforcement agencies want
to get in on the act.

features.”

Emerging Technology From the arXiv
April 14,2014
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First images of gravity
waves, evidence of cosmic
inflation reported

Criminal networks are just as social as friendship or business networks. So the same

techniques that can tease apart the links between our friends and colleagues should also work B

for thi drug deal d ized crime i I How string quartets stay
or thieves, drug dealers, and organized crime in general. together

But how would your ordinary law enforcement officer go about collecting and analyzing data in

this way? Today, we get an answer thanks to the work of Emilio Ferrara at Indiana University in SCIENCE TICKER

Bloomington and a few pals. Mercury is more shriveled

than originally thought
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By Kate Knibbs (Google+) on April 16,2014 Email W Follow

It seems like there’s always a brilliant, roguish cop on those TV procedurals
surveying a pinboard overflowing with potential suspects and seemingly
disconnected pieces of evidence. From the disorganized chaos, these white-
toothed crusaders conjure epiphanies, and are never too far behind the suspect
(who, of course, was underneath their nose the whole time). But real life
doesn’t work like that.

This is why researchers at Indiana University created LogAnalysis, a platform
to help police analyze information to recreate criminal social networks.
“LogAnalysis” is a boring name for a tool, but it could help police track down
violent criminal organizations.

Law enforcement officials have used Facebook, Twitter, Instagram, and other
social networks to track criminals and gather evidence against them for years;
the New York Police Department has gone undercover on Facebook and
tracked gun sales, Italian police have used it to snoop on mobsters. Florida
police officers recently used Instagram to catch a burglar.
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Cell phone data analysis
dials in crime networks

|
RACHEL EHRENBERG
Magazine issue: April 20,2013

Sometimes not picking up the phone can be as

SPONSOR MESSAGE

SN

incriminating as spilling the beans on a wiretapped call.
After a recent string of robberies in Italy, a new forensic
tool that makes it easy to explore reams of cell phone
datarevealed an incriminating pattern: Leading up to and
after each robbery, there were flurries of calls between
members of a gang suspected in a series of gun thefts, car
thefts and supermarket stickups. But in the end, it was ." Become a subscribing rﬁember
for full access to - :
Science News on.the iPad

silence that betrayed the gang: There were no calls
during the minutes when the crimes were being

committed.
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Criminal Gang Connections Mapped via Phone Metadata

LogAnalysis software developed by Indiana University
researchers has been used to tap metadata from phones to map
links between a criminal network in Sicily, enabling the police to
determine who was involved, their collaborators, and even what
role they may have played in crimes.

The researchers take suspects' phone records and feed the
information into LogAnalysis. One person's data is sufficient for
plotting out a viable map of their place within the network,
while partners and leaders are identified by statistical
algorithms.

Among the rules of thumb the researchers have outlined via
their analyses is that lower-level lackeys send many short calls
Researchers have developed software that and texts at the time a crime occurs, while higher-ups tend not

uses metadata from phones to map links to receive too many calls, although they will frequently take one
between members of a criminal network.

Credit: Shutterstock

right after the commission of a crime.

Indiana University's Emilio Ferrara notes that unlike the data-
sifting methods employed by the U.S. National Security Agency, LogAnalysis "works on a small scale,
focused on the analysis of small circles around these suspects.” Ferrara thinks a future LogAnalysis iteration
might predict the likelihood of crimes such as robberies, or determine if a law-abiding person with a
connection to a criminal network is likely to eventually commit a crime.
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